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Introduction

This article describes how you can use Active Directory via LDAP and Directory Assistance
to authenticate your web users. This is particularly useful in our case where we have an
XPages based application running in on a black boxed appliance in a MS shop.

The example uses a Windows Server 2008 R2 for AD and Domino 8.5.2 running on Linux.
The scheme is simple enough but I struggled to piece the bits together so I thought a write
up would be useful.

Useful tools

I found that the Apache Directory Studio was really useful. This allows you to explore the
Active Directory LDAP feed and get a feel for its structure.

Useful debugging parameters

I found the following two parameters very useful because you can see the structures of the
names and groups in AD as they are queried by Domino - these settings are for temporary
use only as they create overhead and also show users passwords on the console in plain text
( somewhat disconcerting )

Webauth_ verbose_ trace=1
LDAPDEBUG=1

Setting up an AD test environment

This was very straight froward. I installed a 2008 R2 server as a VM and used the Server



Roles Manager wizard to install Active Directory accepting the defaults and dependencies.

I then created a new user ( joe bloggs ) and used that account to authenticate the LDAP
feed.

Select one or more roles to install on this server.
Roles:

D Active Directory Certificate Services

Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Servic
D Active Directory Rights Management Service
M . " - -

Exploring the LDAP Feed with Apache Directory Studio

Use File New and then choose LDAP Connection
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Network Parameter

Please enter connection name and network parameters.

Connection name: My AD Server

Network Parameter
I Hostname: 10147136




Please enter connection name and network parameters., { Lawl

Connection name: My AD Server

Network Parameter

Hostname: 10.14.7.136] -
Port: 389 -

Encryption method: | No encryption -

Authentication
Please select an authentification method and input authentification data.

Authentication Method
[5' Authenticat

Authentication Parameter
Bind DN or user: joe bloggs

Press the check Authentication button and all should be well

Next you can browse the LDAP tree and see information on the users and groups
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The equivalent "Notes name" as used in an ACL would be

CN=joe bloggs/CN=Users/DC=ad/DC=focul/DC=net

objectClass organizationalPerson (structural)

objectClass person (structural)

objectClass top (abstract)

objectClass user (structurai)

(<} joe bloggs

instanceType 4

objectCategory (N =Person.CN=5chema.CN=Configuration, DC =ad, DC = focul DC=net
accountExpires 9223372036854775807

badPasswordTime 0

badPwdCount ]

codePage 0

countryCode 0

displayName oe bloggs

distinguishedName CN=joe bloggs, CN=Users, DC=ad DC=focul DC=net
givenName joe

lastLogoff 0
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Configuring Domino to use the Active Directory LDAP

You need to create a Directory Assistance Database and then list this in the server record

The directory assistance template is an advanced template called called Directory Assistance
(da.ntf)

The server document entry looks like this
Basicsl Securityl Ports... I Server Tasks... | Internet Protocols...

Server name:
Server title: -
Domain name:

Fully qualified Internet
host name:

Cluster name:

Load Internet Enabled
configurations from

Serverlinternet Sites

documents:

Maximum formula 120 seconds
execution time:




Viaximum rormulia
execution time:

1£U seconas

dirassis.nsf

Directory assistance
database name:

In the Directory Assistance Database create a record as follows.

Note that Gabriella Davis and Marie Scott on page 20 of their very useful
presentation One DirectoryTo Rule Them All, Yes suggests encrypting the
LDAP configuration document - not sure how to do that just yet.

Basics | Naming Contexts (Rules) | LDAP |

Basics

Domain type: LDAP -
Domain name: “ Active Directory 4

Company name: " FoCul 4

Search order. 1y

Make this domain I Notes Clients & Intemet Authentication/ Authorizi
Bvaliable fo: I™ LDAP Clients

Group authorization: TYes ¥

Use exclusively for group “No =1

authorization or credential

authentication:

Nested group expansion: “Yes =l

Enabled: “Yes =

550 Configuration

Aftribute to be used as name inan

SS0 token (map to Notes

LTPA_UsrNm):

Windows single sign-on for Web [ Enabled

clients

Basics | Namng Contexts (Rules) | LDAP |

NG 1 o] Ve d oy Yes _m =
Ne 2 i ] ] F] i TNo = o=
Ne o i o] ] i ] “Nom “Houm
NC 4 ] ] ] r ] "No THe
HE 5 il 4 i ol i No s 1 No =

Note that the suggest and verify buttons are very useful, particularly for the Base DN for



search

Basics | Naming Contexts (Rules) | LDAP |

Configure Direclory Assistance access 1o a remale LDAP server

Hastname: 10 s, I Yarily
LDAP vendor: | Other :]

Optienal authentcation Username: '.o: bloggs@ad focul.net 4 Vasity
credential for search Password. ©  paswd goeghere

Base DN for search " DC=ad. DC=focul DC=nat Suggest Vasify
Channel encryphon T2 \

Part 389 ,

Timaout: 650, seconde

-}

Maximum number of entries 100
returned

Dersference alias on seerch. ~ Always | =)

Preferred mail format Imernet Mail Address | =

™ Enable nsme msppng

Type of search filter to use: Active Directory ;=]

i
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Testing Authentication

Start with the most basic example you can.
With a test database set anaonymous access to No Access and Default Access to reader or

higher.

Open the URL and attempt to login - in my case as Joe Bloggs. In the console you will see
something similar to this :

26083:00005-280808%392 ] «<LDAP Ga>
26083:00005-2808085302] <LDAP G
26083:00005-2808085392] <LDAP G

. deleted fro brevity

i [26081:00005-2608085302] <LDAP Ga>
1 [26083:00005-2808085392] <LDAP Ger
1 [26083:00005-2808085362] <LDAP Gw>
35,51 [26083:00005-2808085352] <LDAP G
35,51 [26083:00005-2808083392] <LDAP Gnr
3%,51 [26083:00003-2508083392] <LDAP Gaor

2G083:00005-2808083292) <LDAP Ca> Searching LOaP host="[10.14.7.136]:389° with nama-"joe bloggse
a

Artr: FullMam
ATTr: userPassword (mapped from ITem=HTTPPassword)
artr: mallserver

ATTr: ATrFulINameL anguage
ALLF: €N
Base: DC=ad,DC=focul ,DC=net

Scope: 2
Filter: (| (crmjoe bloggs) (| {&{sn=joe) (givermanme=bloggs)) (&(s
Timeout: &0 secs

3%,91 [26083:00005-2808085392] <LDAP Ga» SEARCH returned '1° match(es).
33,90 [26083:00005-2508085392] <LDAP Ga> Tdap_search returned matched Di-'CM=joe bloggs/CH=Users/DC=ad

Your authentication is working.

You can now test it with a specific name. You can see the shape of the name from the

console output

The AD name CN=joe bloggs,CN=Users,DC=ad,DC=focul, DC=net gets mapped to CN=joe
bloggs/CN=Users/DC=ad/DC=focul/DC=net for use in the ACL
Groups also work but note that if you put a group into the AD as a peer of "Users" the group



name construct includes "Builtin" as in
CN=testgroup/CN=Builtin/DC=ad/DC=focul/DC=net so it is better to put the groups
within the users branch.

» &5 CN=Managed Service Accou
[ CN=NTDS Quotas

&5 CN=Program Data
& CN=System / In our case the group name is
- B FA/ CN=testgroup4/CN=Users/DC=ad/DC=focul/DC=net

3 on,DC=ad,DC=f
- @ DC=DomainDnsZones,DC=ad,Dt » d& CN=System
- . {Q} CN=testgroup2 /
b "] CN=Administrator
{#) CN=Allowed RODC Password Replication Group

L R I ey,

Nobalimlbe mem
. {87 CN=Schema Admins
. {§ CN=testgroup3 /
{# CN=testgroup4
[ CN=Ceonfiguration,DC=ad,DC=focul, DC=net

. @ DC=DomainDnsZones,DC=ad,DC=focul, DC=net
. @ DC=ForestDnsZones,DC=ad,DC=focul DC=net

Further Integration

This OpenNTF Active directory name picker project and search by Rishi Sahi looks really
interesting. He also has some good blog articles on LDAP integration

Other useful presentations

As mentioned above I found Gabriella Davis and Marie Scott's presentation very useful -
One DirectoryTo Rule Them All, Yes

I also attended Warren Elsmore's Directory Integration session at ILUG which was very

useful. You can download all of the ILUG slides here =>
http://www.ilug2010.0rg/ilug/ilug2010.nsf.

A mild rant



In pulling this material together I have come to the conclusion that it is a real shame that
IBM has not published the slide decks from lotussphere 2011.

It would make it a lot easier for developers to make the IBM products more popular if IBM
as an organisation was a good citizen of the community in that respect.

I have huge admiration for many individuals within IBM that do their best despite IBM in
this regard. I also think it is unfair to expect the community to contribute to the IBM Wikis
when they are sitting on hundreds of excellent presentations by the world experts in this

area - experts who gave up thousands of hours to prepare those slide decks.

Its hardly what I would describe as a good example of a Social Business.
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