Step by Step — Courtesy of Northern Collaborative Technologies

Sponsored by: NCT Remember Me!

Username |Loyal User

Password Im— Automatically log-in returning Domino users

M NCT Remember Mel Login Installs in Minutes to existing or new web pages
-l nemember fe _I Does not require a DSAPI filter
Fully Supports ACLs, Reader Names, Groups, etc.
Fully Supports Multi-Server Session Based Authentication

http://www.Thenorth.com/ncthome.nsf/html/RememberMe




= The templateis on
your server

= Click the advanced
templates button

New Application
Server
Title |S5L Cerificats Req DB

File name ISSLCEHTHE'J-I'-JCT.I'-JSH

Sepver

Template

File name

[T Create full text index for searching

NCT1/thenorth

m Fesource Reservations (7)
m FS5 Feed Generator

b Search Site (B)

%& Server Certificate Admin

BB Server Web Mavigator (R5)
BB Server Planner: Anafyst

B

L] L

Cancel

Le

Advanced...

IcswEE.rrl‘f

¥ Show advanced templates
¥ Inherit future design changes




= See the Nice Menu

Server Certificate
Administration

View & Edit
Key Rings

Click on the steps below to create an 55L key ring and
wapulate it with certificates.

1. Create Key Ring

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quickly create a key ring
with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate




= This file, and its sibling will
be copied to your Domino
server when you're done.
Use a good password — you
won't have to enter it when
you restart Domino.

= The entries in these fields are
picky. Make sure to read the
help line as you're entering
the information

Create Key Ring

The first step in setting up 35L on a =erver is to create the key ring.
When the key ring iz created, a public/private keypair iz automatically generated and stored in the key
ring.

Key Ring File T NCTkeyfile.kyr 4

MName:

Key Ring Fonnnssnmnnss
Password:

Confirm T omrrrrrasnsy
Password:

Key Size: F1024 451

Common Name: rv.rum.r.thencﬂh.ccmJ

Organization: " Northern Collaborative Technologies g
Organizational l-F’rcclu:*tian|:0|3ticnals
Unit:

City or Locality: T Cumberland 4 (optional)
State or Province:  © Maine . (no abbreviations)
Country: TS 4 (two character country code)

Create Key Ring |

Quick Help

Specify the name and
password for the key ring
file.

Mote: You'll be referring to
the key ring information you
enter here in subsequent
steps as you create and
install certificates into the
key ring.

Key Size is the size of the
public/private key pair in
bits. The larger the key
size, the greater the
encryption strength.

Mote:This Edition of
Diomino provides the ability
to generate RSA keys at
both 1024 bits and 512 bits,
in accerdance with export
regulations worldwide.

The Distinguished Name iz
the infermation about your

site that will appear in any

certificates you create.

Mote: Make sure the
Commen Name matches
the URL of your site. Some
browsers check the
Cemmaoen Name and the
site URL, and de not allow
a connection if they don't
match.



Key Ring Created

Your key ring has been created.

Key ning file name:
Cinotes\data\MCTkeyfile kyr

The following Distinguished Name will be used for all
certificates created for this key nng:

Common name: www thenorth.com
Crganization: Maorthern Collaborative Technologies
Crrganizational unit:  Production

City: Cumberland
State: Maine
Country: s

Mext Step:

You can now add cerificates to your key ring. Choose "Create
Certificate Request” from the main menu to generate a cerificate
request.




Now Create A Certificate Request

Server Certificate
Administration

View & Edit
Key Rings

Click on the steps below to create an 55L key ring and
wapulate it with certificates.

1. Create Key Ring

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quickly create a key ring
with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate




= Make sure to log the

request, so you can
get back to it if you
need a new copy of
the request key.

= You almost always
will be pasting this
value into the CA's
website

Create Server Certificate Request

A certificate is required for the public key in the key ring you created. To obtain a certificate, you create a
cerificate request, and provide it to a Certificate Authority for signing. Use this form to create the

certificate request.
Mote: Before proceeding you should read the documentation provided by the Certificate Authority you
are using to see how they require the certificate request to be delivered.

Key Ring File J‘k::'-.m::tes'-.clEita'-.NCTke'_—,-'fiIe.lc_—,fu
MName

Log Certificate Tes =1
Request

Method ¥ Paste into form on CA's site
" Send to CA by e-mail

Create Certificate Request

Quick Help

Specify the key ning file.
Mote: The key ring
contains the Distinguished
Mame information that will
ke included in the
certificate request.

Log certificate requests for
future reference.

Note: Choose "View
Certificate Request Log™ in
the main menu page to see
a listing of all logged
requests.

Choose how to submit the
cerificate request to the
Certificate Authority.

Mote: The "Faste™ method
is recommended if it is
supported by the Certificate
Authority you are using.



= You want the whole
text from “"Begin” to
“"End” including
those lines

= |fyou click ok and
need to get this
back, its in the log
document

Certificate Request Created

Your certificate request has been created.

The Distinguished Name in this certificate request

echnologies

[ R I T T )

Below is your certificate request in PKCS format. Copy the request to
the clipboard by selecting all the text, including the BEGIN and END
statements, and pressing CTRL+C.

ERSICEG

Next Step:

After copying the request to the clipboard, choose "Request Server Certificate”
fram the main menu of the Certificate Autharity Web site to submit the request..




Certificate Request Log Entry

Certificate Clipboard

Request Type

Date & Time 03/03/2008 12:00:00 AM
Created

key Ring Clnotes\data\MCTkeyfile. kyr
Distinguished SubjectCountry: LIS

Mame SubjectState: Maine

SubjectCity: Cumberland

SubjectOrg: Marthern Collaborative Technologies
SubjectCrglinit: Production
SubjectCommonMame: wwnw thenorth.com

T T T o

VRQIEWVNYWLuZTET

————— Y CERTIFICATE REQUEST-----



Each CA will have their own byzantine
process by which you must submit
the certificate request.

Most will need to verify you are who
say you are.

This is a tricky step, and you have to
deal with poorly designed CA web
sites.

GoDaddy, Verisign, and InstantSSL
are three of many CA’s to pick from.

When you have generated your CSR, cut and paste the content
into the box below.

Click here for CER-generation instructions for all supported server 1
software.

CS5R: View Sample CSR
-'l.'_LIEE:x'.‘r1KQB'-;'I:V-n'-;"_.-:EFuZI:EE‘r1CcE-'l.'_LIEC"|‘r1jT-n'Ei'_.-dE"u;I
ZSBUZWNobmSsb2dpZXMxE=zARBgNVEASTCIBYyb2R1YZRE
dy50aGVub310aC5jbz0wgZ 8wl YIKoZ IhvcNAQEBEQAD D
t/sSFzlaZ7ckgDFh4Ks/TOgUgqqevbkGgtELVGES 59 nyuu<4F
z40R Lay/8MPZ9NUS10Hg]Z9cvzeOUMHBS/ ObZYHL=FIBL
02sGgzMPgHMNcljDXD0SqalWWEgtoIovV3qySAgMBAAGgR
AADBgQEMNCEURTcEO0+1ITxARRBhBEdEVT 3jpwkOgga U A
44813 GugojocH 3 pecfGjESgKAS SQOEjSTPpKPh/ 8t8idadTh,
ZTPsWMIkerZ +BorAj7 SWOpSXilCrP/ CAj10130r6jFnzHeazh
----- END MEW CERTIFICATE REQUEST-----

Please select your server software from the drop-down list
below.

IGthsr ;I

1 warrant and represent that | am the registrant, or an
authorized representative of the registrant, for the domain name
associated with this cerificate request.

CANCEL CONTINUE JI




The CA will have a strange
and painful process to give
you the certificate.

In this case, when I finally
otit, itisin a certificate
ile.

| just open that file in
NOTEPAD and copy the
text.

Most CA’s will let you just
get the certificate as text.

File Actions Yiew Jobs  Ophions  Help

=1 = - j . E‘r 7 ¢

-....all"J L a--"’J -.,‘3-1-’ - E,J -w b
Mew Cpen Favorites Add Extract Encrypt View Che

|_Mame | Type

BEvvww. thenorth.com.crt Security Certificate

B www.thenorth.com.crt - Notepad

File Edit Format Wiew Help

BEGIM CERTIFICATE—CMIIESzCCASugAwIBAgIDQSQAXMADGCSg
UzEQMAAGATUECEBMHOX JpemSuY TETMBEGATUEBxMKUZNwdHRZZ
ZXMuZ29YWRke S5b2MvemVwb3Npd GOye TEWMCAGATUEAXMnR28g
FwlwODAzZMDMyMTIxMzdaFwiwOTAZMDMyMTEaMzdaMFlodGTAXBgh
MBcGATUEAMQd3d3LnRoZWavenRoLmMvb TCBnzANBgkghkiGOwiBA
FzAITmTbLUMKAXPREtrLmw/fTRLX Qe Aln 1y MALSY ditL 85tigevMUjwC.
ggHAMAKGATUdEWQCMALAWCWYDVRIPBAQDAgWgMBOGA1UGJQQ

LmdvZ GFZHKWY 29t 3J1c Gz aXRvenkvZ 29k Y WREkeWWVAd GV uZ GVikaXM

Dovi2MlcnRpZmijY ¥Rlcy5nb2RhZGRELmMNvbS Sy Z{Bvc210b3J5MHBGC(
KwYBBQUHMAKGPmhOdHABLy 92X 0aWZpY 2F02MuZ29k Y WRke S5)
CHiJok2SczABgNVHSMEGDAWgBTIrGEyk2xF TuluhV+auudZmV\jM5
BQADggEBAHzsSL 2rz25p8A46nTLgNakKM9ATULGEKMXA6/gMNE6Ld6da

w+REPgDWnXP 3kl TR54:c0xn TiyreUksRDXHswirUTMy/ly1GeEYPgQPH
F2U/o04VJ THRIimBxjUtaWI0CITeefrfOmBQjt 1draJhlgeF Ywk91CF0




= You may have to select "View & Edit Key
Rings” to open yours before you can proceed

dann/no

Server Certificate
Administration

Certificate Entry Label

KeyPair

Certification Authonties
Yerisign Intermediate CA
Thawte Server Basic
YVerisign/RSA Secure Ser
Entrust WAP CA
Entrust S5L CA
Entrust GSSL CA
FErtriict 2lakal Tliant T4



Install Certificate Into Key Ring

Server Certificate
Administration

View & Edit
Key Rings

Click on the steps below to create an 55L key ring and
iopulat it with rtificates.

1. Create Key Ring

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quickly create a key ring
with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate




Install Certificate into Key Ring

The Cerificate Authority will notify when your signed cerificate is ready. The specifice depend on the Certificate
Authority, but typically you will receive an e-mail specifying a LURL where you can pick up the certificate. Once you
have obtained the signed certificate, this form lets yvou install it into your key ring. Mote: Before installing this
certificate, it iz recommended that you install the certificate of the signing Certificate Authority in your key ring as a
Trusted Root. If you haven't already done so, choose “Accept This Authority In Your Server” from the main menu of

the Certificate Authority Web site to obtain the CA certificate.

Key Ring File " Cinotes\data\NCTkeyfile kyr 4
Mame

Certificate Source { File

{* Clipboard
Certificate from
Clipboard:
’ BEGIN CERTIFICATE-----

IjAgghB3d3icudGhllms :L_;r.l*’?u;r;r:-.'
BOADggEBAHZsSL2rz25pEA46nTLgN
PgGLAcXalcy 70 :n..‘.h— vE3ws

Fakl dxoxunliyvrclUksRDEHswirUTHy/ IvlGeEYPgQ --IT hl1TkkD

-;ra—-:r_f:__m rgebTRNLOEP9gqCTsSotzon301+KEVIE

F2U/c04VJIJTHRA TE:-.:IT_:FI';___Iﬂﬂ_‘“'f:,@]u_‘l“’h higeFYwk31CFOyEE P vDJIK
DvdQpdggiHpntweTE]E3001iXy40tnbE=
————— END CERTIFICATE----—-4

Quick Help
Specify the key ring file.

The source of the certificate
can be from a file or from
the clipboard.

Faste the clipboard



= You'll get this from your CA Provider

= The Trusted Root is proof to that the actual
certificate you have was issued by someone
trustworthy even though they're not the top
level certifier.

Lotus Notes

Unrecognized Certificate Authonty signature.

The server certificate cannot be installed in your server key ring because

the signature is from a CAthat is not listed as a Trusted Root. This is due to
one of the following:

1. Acedificate for the signing CAis not present in your server key ring.

2. Acerificate for the signing CA is presentin your server key ring, but it
is not marked as a Trusted Root.

You can install the server cerificate anyway, or you can exit for now to install
the CA certificate in your server key ring and mark it as a Trusted Root.

Click OK to install the server certificate anyway.
Click Cancel to exit




= Backto the CA who

will give you a
lengthy set of
Instructions to
download their
trusted root
certificate.

Install Trusted Root Certificate

Use this form to install the Certificate Authority Trusted Root
done so, first obtain the Certificate Authority Trusted Root certificate by choosing
from the main menu of Certi

cate Authority Web site. Note: This step of installing the Certi

certificate into the server key ring. fyou haven't already
ept This Autherity In Your Server

te Authority Trusted

Root certificate into your server key ring is recommended before installing certificates signed by this Certificate

Authority into the key ring.

Key Ring File T C:inotes\dataMC Tkeyfile. kyr 4
Name

Certificate Label TValicert Class 2 Root 4

Certificate Source 7 File
& Clipboard

Certificate from
Clipboard:
B

Merge Trusted Root Certificate into Key Ring

Quick Help
Specify the key ring file.

The identifier you'll zee for
this certificate when you

iew & Edit Key
Ring” from the main menu.
The source of the certificate

can be from a file or from
the clipboard.

pboard contents
field.

Paste
into this

Mote: The pasted
certificate must include the
BEeaqin Certificate” and "End
Certificate” lines



Install Trusted Root Certificate

Llze this form to install the Certificate Authority Trusted Root certificate into the server key ring. If you haven't already
done so, first obtain the Certificate Authority Trusted Root certificate by choosing "Accept This Authority In Your Server
from the main menu of Cerificate Authority Web site. Mote: This step of installing the Certificate Authority Trusted
Root certificate into your server key ring is recommended before installing certificates signed by this Certificate
Authority into the key ring.

Quick Help

Key Ring File T Cinotes\datallN CTkeyhile.kyr 4 Specify the key nng file.

Mame

Certificate Label “ Go Daddy Class 2 Intermediate The identifier you'll see for
this cerificate when you
choose View & Edit Key
Ring” from the main menu.

Certificate Source ™ File The source of the certificate

¢ Clipboard can I:.c— from a file or frem

the clipboard.

File Name T ctempgd_intermediate.crt 4 The name of the file
containing the Chs Trusted
Root certificate.

File Format ¥ Base 64 encoding Base 64 encoding is most

commean. Binary format is
used by some CA's (e.qg.,
CAs based on the Microsoft
CA Server).

' Binaryfile format

Merge Trusted Root Certificate into Key Ring




= |f you had to install trusted root certificates,
you may not see this OK screen unless you re-
install your actual certificate at the end.

= |tis ok to re-install your certificate if you want
to be sure

Certificate received into key ring

The certificate has been merged into your key ring.
Mext Step:
You are now ready to enable 350 on your server. See "Lotus

Diomino Administrator Help™ for more informaticn about setting
up your Server to use S3L.




= Copy your .KYR file and another file with the
same first name by the extension .STH which
you'll find in the same directory — over to your
Domino Data directory

|| kel kyr 34KB KYR File 1/12/2005 4:24 PM
=) keyfile, sth 1KE STHFile 1/12/2005 3:51 PM

= Remember, in Linux, to set its Owner and Group
to ‘notes’ and its permissions to 644 so that the
server can read it properly

—rw—r—2r— 1 notes notes 34K Dec 8 13:19 sskeyiile kyr

—ry—tr——r—— 1 notes notes 129 Dec £ 13:19 sskevfile. sth




= Reference the .KYR
file (Key Ring) in
your Internet Sites
document for the
HTTP site you're
setting up!

= You have to restart
the http task for
this to take effect.

Basics l Configuration | Damino Web Engine l Ee:urityl Comments

Anonymous
Mame & password:
Redirect TCP to S5L:

Anonymous
Mame & password:

Client certificate:

Key file name:
Frotocol version:
Accept SEL site certificates:

Accept expired S5L

" Yes O Mo
* Yes O MNo
" Yes (¥ Mo

" Yes O Mo
* Yes O Mo
" Yes % No

szkeyfile kyr
Megotiated

" Yes ¢ Mo
¢ Yes O Mo

Admi

nistra

tion



Sponsored by: NCT Remember Me!

Automatically log-in returning Domino users
Passwaord I"“““—
Installs in Minutes to existing or new web pages M NCT Remember Me! L
DOGS nOt reqUire d DSAP' ﬁlter This is True Session j||:I-|:—_'||I|ErI|1:=|’r|:||
Fully Supports ACLs, Reader Names, Groups, etc.

Fully Supports Multi-Server Session Based Authentication

http://www.Thenorth.com/ncthome.nsf/html/RememberMe




